
 

Editorial 

 
Welcome to our second issue of EUSTO Newsletter! It is our pleasure to have you to another issue of 

our semi-annual newsletter. Our target is to update you on the consortiumôs actions and report on the 

progress of EUSTO project. EUSTO newsletter is targeted to individuals and stakeholders interested in 

the protection of surface transportation infrastructure. 

In this second issue the following events/topics are covered: 

¶  2nd EUSTO Workshop 

¶ EUSTO: Interconnections and their Criticalities  

¶ Surface Transport Protection foresight Platform (Forum)   

We would be very pleased if you join our journey by following our activities, through our presence on the 

Internet and events. You are kindly invited to visit our website: http://eusto.eu and we are looking forward 

to your feedback. 

  

Yours sincerely, 

 The EUSTO consortium 
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Workshop proceedings 

 

The 1
st
 EUSTO Workshop, which was held in 

Athens (Greece) in December, 2014, was dedi-
cated to the analysis of ongoing activities for the 
implementation of Directive 114/2008 in Surface 
Transport Protection from the European National 
Contact Points in charge for Critical Infrastruc-
ture Protection point of view.  
 
The 2

nd
 EUSTO Workshop included presenta-

tions from several EU Surface Transport Opera-
tors and Owners, related to each countryôs com-
pliance level to the Directive 114/2008, as well 
as to terrorist or other attacks that several 
Transport means have experienced during the 
last decade. Exchange of views and fruitful dis-
cussions among the participants took place, re-
sulting in very useful conclusions. 
 
The 2nd Workshop (and contributions received by 
participating professionals and experts) served 
as an essential step in the road of accomplish-
ments of the EUSTO objectives, and it is deci-
sive for the success of the project itself. Moreo-
ver, by directly involving Surface Transport oper-
ators and owners, the Workshop itself strongly 

supports the creation of a Platform where public 
and private entities will be able to interact and 
create synergies, that is one of the main project 
output. 
 

Due to the topic, and as proof of the real interest 
for the theme of the Critical Infrastructures Pro-
tection, the University of Bologna (Department of 
Civil Engineering) grants his formal support to 
the EUSTO Workshop. Furthermore, the Associ-
ation of Professionals in Engineering in Bologna 
decided to include the Workshop in their training 
programme offered to its professional members, 
and awards participants with a professional certi-
fication. This favours the participation of a great 
number of experts and professionals even at lo-
cal level, of which most of them are directly in-
volved in the transport sector, either being opera-
tors or owners of transport systems and infra-
structures.  

The 2
nd
 EUSTO Workshop took place on the 29

th
 of May 2015, at Hotel NH Bologna de la Gare, in 

the city of Bologna (Italy). The event was addressed to Surface Transport (ST) operators and owners 
in order to let them share and exchange experiences and practices on the Protection of Surface 
Transport Critical Infrastructures at European level. Several expert speakers, coming all over Europe 
(and U.S.A.), had the chance to discuss the different approaches and procedures usually deployed for 
the protection of Critical Infrastructures in the transportation domain. Beside the best practices pre-
sented, main gaps and emerging issues arising during the implementation of the EU Directive 
114/2008 have also been illustrated, taking into account interconnections and interdependencies be-
tween Critical Infrastructures, and the objective of keeping the business continuity also during critical 
acts. 
 
The next, 3

rd
 EUSTO Workshop, will take place in Nicosia (Cyprus), in December 4

th
, 2015, at the 

Cultural Center of European University Cyprus. The workshop will include representatives of EU Na-
tional Contact Points for Critical Infrastructure Protection, Surface Transport Operators and Interna-
tional Associations, in order to discuss for new approaches and procedures that will enhance the Eu-
ropean Surface Transport Networks. . 

2
nd
 EUSTO Workshop 

May 29 2015, Bologna ï Italy 



In modern societies and urban 
areas in particular, transport sys-
tems represent an essential and 
strategic factor. Millions of people 
move every day using their own 
vehicles or Public Transportation, 
commuting for study, work, shop-
ping, leisure etc. Therefore, the 
systems of surface transport play 
a major role in the city life and 
affected communities. 

Nowadays, the motorway, bus, 
tram, railway and subway net-
works are seen as attractive tar-
gets for antisocial and criminal 
actions, due to their openness by 
design, their wide accessibility 
and the number of people they 
serve on a daily basis, combined 
with their increasing complexity 
and interdependencies. 

Unfortunately, this is true at differ-
ent levels, ranging from antisocial 
behaviour and acts of terrorism. 
These may include behaviour like 
harassing people at bus stops as 
well as criminal acts and terrorists 
attacks against Critical Infrastruc-
tures for transportation. Examples 
of serious acts are the bombing 
attacks against the railways in 
Madrid in 2004, and against the 
subway in London in 2005.  

To better understand how the re-
lationship between Critical Infra-
structures can work, further con-
siderations should be done re-
garding the possible nature of this 
relationship. Indeed, interdepend-
encies may happen at a mere 

geographical, physical and struc-
tural operations. But the inter-
connection could be stricter 
when it happens at logical and 
functional level. Recently, the 
cyber-dependency has become 
more and more important, due to 
the computerisation of many 
processes over the last decades. 
Then, a classification of possible 
interrelations between Critical 
Infrastructures could be de-
scribed: 

Physical Interrelations: Two or 
more infrastructures are physi-
cally interrelated when the mate-
rial components of one is de-
pendent on the components 
(physical) of the others. 

EUSTO: Interconnections and their Criticalities  

Geographical Interrelations: 
Two or more infrastructures are 
physically interrelated if an event 
that occurs, at local level, may 
cause modifications in the condi-
tions of such infrastructures. This 
is possible when the infrastruc-
tures are located close to each 
other, and due to their proximity 
a critical event may cause similar 
damages to all of them. 

Functional Interrelations: Two 
or more infrastructures are func-
tionally interrelated when their 
relations are not linked with phys-
ical or geographical aspects, but 
are related at logical level. Typi-
cally, such interrelations are due 
to mutual exchanging or sharing 
of services. 

Cyber Interrelations: The high 
automation of infrastructures hap-
pened in the last years has 
caused a high level of computeri-
sation for their operation and man-
agement, often resulting in a sig-
nificant cyber interdependencies 
between them. The operations 
and functions of the modern infra-
structures are carried out by com-
puterised systems, and that re-
quires the transmission of a huge 
amount of data and information. 
Then, the reliability of such infra-
structures strongly depends on 
the efficiency of data systems. 
Two or more infrastructures are 
cyber interrelated when the input 
of the information structure of one 
is the output for the others. 

Cyber interrelations are relatively 
new, and emerging  nowadays. 
In technical literature,  the Criti-
cal Infrastructure Protection is 
commonly specified by the acro-
nym CIP. Within the CIP, when 
referring specifically to the as-
pects related to the computer 
and data transmission, common-
ly the acronym CIIP is used, as 
for Critical Information Infrastruc-
ture Protection. Actually, both 
the acronyms are often used to 
describe similar issues, and they 
may be used as synonyms. That 
is due to the very tight connec-
tions between the real word and 
the information technology one, 
and usually a critical event caus-
es damages at both the levels. 
 



Do you want to know more about EUSTO project?  

   www.eusto.eu 

  contact@eusto.eu 

  www.linkedin.com/pub/eusto-eu-project/a8/a02/379 

  www.facebook.com/eusto.eu 

 twitter.com/EustoProject 

Surface Transport Protection foresight (Forum) Platform  
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The Surface Transport Foresight Platform will en-
able the stakeholders to exchange information 
and knowledge, identify gaps and suggest future 
directions related to Surface Transport Critical 
Infrastructure Protection, as well  as promote the 
dialogue between Surface Transport Protection 
stakeholders. 

It will be a web-hub accessible by the EUSTO 
website, and it will be shaped in different areas: a 
contacts database (split in sector groups), a re-
pository area, a calendar of related events, and a 
discussion area. The EUSTO Platform is ex-
pected to be fully operational by the end of Sep-
tember 2015. 
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